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0. PREFACE

This docunent is a snapshot of the work of the Router Requirenents

wor ki ng group as of Novenmber 1991. At that time, the working group had
essentially finished its task. There were sone final technical matters
to be nailed down, and a great deal of editing needed to be done in
order to get the docunent ready for publication. Unfortunately, these
tasks were never conpl eted.

At the request of the Internet Area Director, the current editor took
the last draft of the docunent and, after consulting the mailing list
archives, neeting mnutes, notes, and other nmenbers of the working
group, edited the docunent to its current form This effort included
the following tasks: 1) Deleting all the parenthetical material (such as
editor’s coments). Useful information was turned into DI SCUSSI ON
sections, the rest was deleted. 2) Conpleting the tasks listed in the

| ast draft’s To be Done sections. As a part of this task, a new "to be
done" l|ist was devel oped and included as an appendi x to the current
docunent. 3) Rolling Philip Al nguist’s "Runinations on the Next Hop"
and "Runi nations on Route Leaking" into this docunent. These represent
significant work and should be kept. 4) Fulfilling the last intents of
the working group as determined fromthe archival material. The intent
of this effort was to get the docunent into a formsuitable for
publication as an Historical RFC so that the significant work which went
into the creation of this docunent would be preserved.

The content and form of this docunment are due, in large part, to the

wor ki ng group’s chair, and docunent’s original editor and author: Philip
Almguist. Wthout his efforts, this docunment woul d not exist.
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1. 1 NTRODUCTI ON

The goal of this work is to replace RFC-1009, Requirenents for Internet
Gateways ([INTRO 1]) with a new documnent.

This meno is an internediate step toward that goal. It defines and

di scusses requirenents for devices which performthe network | ayer
forwardi ng function of the Internet protocol suite. The Internet
comunity usually refers to such devices as |P routers or sinply
routers; The OSI comunity refers to such devices as internediate
systems. Many ol der Internet docunents refer to these devices as

gat eways, a nane which nore recently has | argely passed out of favor to
avoi d confusion with application gateways.

An | P router can be distinguished fromother sorts of packet swtching
devices in that a router exam nes the |IP protocol header as part of the
swi tching process. It generally has to nodify the I P header and to
strip off and replace the Link Layer fram ng

The aut hors of this menp recogni ze, as should its readers, that many
routers support multiple protocol suites, and that support for multiple
protocol suites will be required in increasingly large parts of the
Internet in the future. This nmeno, however, does not attenpt to specify
Internet requirenents for protocol suites other than TCP/IP

Thi s docunent enunerates standard protocols that a router connected to
the Internet must use, and it incorporates by reference the RFCs and
ot her documents describing the current specifications for these
protocols. It corrects errors in the referenced docunents and adds
addi ti onal discussion and gui dance for an inpl enentor.

For each protocol, this final version of this nmeno al so contains an
explicit set of requirenments, reconmendations, and options. The reader
must understand that the list of requirenments in this neno is inconplete
by itself; the conplete set of requirenents for an Internet protoco
router is primarily defined in the standard protocol specification
docunents, with the corrections, anendnents, and suppl enents contai ned
in this meno.

This meno should be read in conjunction with the Requirements for
Internet Hosts RFCs ([INTRG 2] and [INTRO 3]). Internet hosts and
routers must both be capable of originating | P datagrans and receiving
| P datagrans destined for them The mgjor distinction between Internet
hosts and routers is that routers are required to inplenent forwarding
al gorithnms and Internet hosts do not require forwarding capabilities.
Any Internet host acting as a router nust adhere to the requirenents
contained in the final version of this meno.
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The goal of open systeminterconnection dictates that routers nust
function correctly as Internet hosts when necessary. To achieve this,
this meno provides guidelines for such instances. For sinplification
and ease of docunent updates, this neno tries to avoid overl appi ng

di scussions of host requirenents with [INTRG 2] and [INTRQO 3] and

i ncorporates the relevant requirenents of those docunents by reference.
In sone cases the requirenents stated in [INTRO 2] and [INTRG 3] are
superseded by the final version of this docunent.

A good-faith inplenmentation of the protocols produced after carefu
readi ng of the RFCs, with sone interaction with the Internet technica
community, and that foll ows good conmuni cations software engi neering
practices, should differ fromthe requirenents of this neno in only

m nor ways. Thus, in many cases, the requirenents in this docunent are
already stated or inplied in the standard protocol docunents, so that
their inclusion here is, in a sense, redundant. However, they were

i ncl uded because sone past inplenentation has nade the wong choice,
causi ng problens of interoperability, performance, and/or robustness.

This meno includes di scussion and expl anati on of many of the
requi renents and recomrendations. A sinple list of requirenents would
be dangerous, because:

0 Sone required features are nore inportant than others, and sone
features are optional

o0 Sone features are critical in sone applications of routers but
irrelevant in others.

0 There may be valid reasons why particul ar vendor products that are
designed for restricted contexts nmight choose to use different
speci fications.

However, the specifications of this nmeno nmust be followed to neet the
general goal of arbitrary router interoperation across the diversity and
complexity of the Internet. Although nost current inplenentations fai
to neet these requirenents in various ways, sone mnor and sone ngj or,
this specification is the ideal towards which we need to nove

These requirements are based on the current |evel of Internet
architecture. This menp will be updated as required to provide
additional clarifications or to include additional information in those
areas in which specifications are still evolving.
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1.1 Reading this Docunent

1.1.1 Organization

This meno enul ates the |ayered organi zati on used by [INTRO 2] and
[INTRO 3]. Thus, Chapter 2 describes the layers found in the
Internet architecture. Chapter 3 covers the Link Layer. Chapters
4 and 5 are concerned with the Internet Layer protocols and
forwardi ng al gorithns. Chapter 6 covers the Transport Layer.

Upper | ayer protocols are divided between Chapter 7, which

di scusses the protocols which routers use to exchange routing
informati on with each other, Chapter 8, which discusses network
management, and Chapter 9, which di scusses other upper |ayer
protocols. The final chapter covers operations and nai nt enance
features. This organization was chosen for sinplicity, clarity,
and consistency with the Host Requirenments RFCs. Appendices to
this meno include a bibliography, a glossary, and sone conjectures
about future directions of router standards.

In describing the requirenents, we assunme that an inplenmentation
strictly mirrors the layering of the protocols. However, strict

| ayering is an inperfect nodel, both for the protocol suite and
for recomended i npl enentation approaches. Protocols in different
| ayers interact in conplex and sonetines subtle ways, and
particular functions often involve multiple layers. There are
many desi gn choices in an inplenentation, many of which involve
creative breaking of strict layering. Every inplenentor is urged
to read [INTRO 4] and [I NTRQ 5] .

In general, each nmajor section of this neno is organized into the
foll owi ng subsecti ons:

(1) Introduction

(2) Protocol Wl k-Through - considers the protocol specification
docunents section-by-section, correcting errors, stating
requi renents that nmay be anbi guous or ill-defined, and
providing further clarification or explanation.

(3) Specific Issues - discusses protocol design and
i mpl enent ation i ssues that were not included in the wal k-
t hr ough.

Under many of the individual topics in this neno, there is

parent hetical material |abeled D SCUSSI ON or | MPLEMENTATI ON. Thi s
material is intended to give a justification, clarification or
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expl anation to the preceding requirenments text. The
i mpl enentation naterial contains suggested approaches that an
i mpl ementor may want to consider. The DI SCUSSI ON and
| MPLEMENTATI ON sections are not part of the standard.

1.1.2 Requirenents

In this neno, the words that are used to define the significance
of each particular requirenent are capitalized. These words are:

o MJST
This word neans that the itemis an absolute requirenent of the
speci fication.

o MJUST | MPLEMENT
This phrase nmeans that this specification requires that the
item be inplenmented, but does not require that it be enabled by
defaul t.

o MJST NOT
Thi s phrase nmeans that the itemis an absolute prohibition of
t he specification.

o SHOULD
This word neans that there nay exist valid reasons in
particul ar circunstances to ignore this item but the ful
i mplications should be understood and the case carefully
wei ghed before choosing a different course.

o SHOULD | MPLEMENT
This phrase is simlar in nmeaning to SHOULD, but is used when
we recommend that a particular feature be provided but does not
necessarily reconmend that it be enabled by default.

0 SHOULD NOT
This phrase neans that there may exist valid reasons in
particul ar circunstances when the described behavior is
acceptabl e or even useful, but the full inplications should be
under stood and the case carefully wei ghed before inplenenting
any behavi or described with this |abel

o MAY
This word neans that this itemis truly optional. One vendor
may choose to include the item because a particul ar nmarket pl ace
requires it or because it enhances the product, for exanple;
anot her vendor may onit the sane item
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1.1.3 Conpliance

Some requirenents are applicable to all routers. Oher
requirenents are applicable only to those which inpl enment
particul ar features or protocols. |In the follow ng paragraphs,
Rel evant refers to the union of the requirenents applicable to al
routers and the set of requirenents applicable to a particular
router because of the set of features and protocols it has

i mpl emrent ed.

Note that not all Relevant requirenents are stated directly in
this meno. Various parts of this nmeno incorporate by reference
sections of the Host Requirenments specification, [INTRO 2] and
[INTRO 3]. For purposes of deternining conpliance with this meno,
it does not matter whether a Relevant requirenent is stated
directly in this neno or nerely incorporated by reference fromone
of those documents.

An inmplenentation is said to be conditionally conpliant if it
satisfies all of the Relevant MJST, MJST | MPLEMENT, and MJST NOT
requirenents. An inplenentation is said to be unconditionally
compliant if it is conditionally conpliant and al so satisfies al
of the Rel evant SHOULD, SHOULD | MPLEMENT, and SHOULD NOT
requirenents. An inplenentation is not conpliant if it is not
conditionally conpliant (i.e., it fails to satisfy one or nore of
t he Rel evant MJUST, MJST | MPLEMENT, or MJUST NOT requirenents).

For any of the SHOULD and SHOULD NOT requirenments, a router may
provide a configuration option that will cause the router to act
other than as specified by the requirenent. Having such a
configuration option does not void a router’s claimto
uncondi ti onal conpliance as |long as the option has a default
setting, and that leaving the option at its default setting causes
the router to operate in a manner which conforms to the
requirenent.

Li kewi se, routers nmay provide, except where explicitly prohibited
by this meno, options which cause themto violate MJST or MJST NOT
requirenents. A router which provides such options is conpliant
(either fully or conditionally) if and only if each such option
has a default setting which causes the router to conformto the
requirenents of this nmeno. Please note that the authors of this
meno, al though aware of narket realities, strongly recommend

agai nst provision of such options. Requirenents are |abeled MJST
or MJUST NOT because experts in the field have judged themto be
particularly inportant to interoperability or proper functioning
in the Internet. Vendors should weigh carefully the customer
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support costs of providing options which violate those rul es.

O course, this menmo is not a conplete specification of an I P
router, but rather is closer to what in the OSI world is called a
profile. For exanple, this neno requires that a nunber of
protocol s be inplenented. Although nost of the contents of their
protocol specifications are not repeated in this neno,

i mpl ementors are nonethel ess required to inplenent the protocols
according to those specifications.

1.2 Relationships to O her Standards

There are several reference docunents of interest in checking the
current status of protocol specifications and standardi zation

0 | NTERNET OFFI Cl AL PROTOCOL STANDARDS
Thi s docunent describes the Internet standards process and lists
the standards status of the protocols. As of this witing, the
current version of this docunment is STD 1, RFC 1610, [ARCH 7].
This docunent is periodically re-issued. You should al ways
consult an RFC repository and use the latest version of this
docunent .

0 Assigned Nunbers
This docunent |ists the assigned val ues of the paraneters used
in the various protocols. For exanmple, |P protocol codes, TCP
port nunbers, Telnet Option Codes, ARP hardware types, and
Term nal Type nanes. As of this witing, the current version of
this docunent is STD 2, RFC 1700, [INTRO 7]. This docunent is
periodically re-issued. You should always consult an RFC
repository and use the latest version of this docunent.

0 Host Requirements
This pair of docunments reviews the specifications that apply to
hosts and supplies gui dance and clarification for any
anbiguities. Note that these requirenents also apply to
routers, except where otherw se specified in this nmeno. As of
this witing (Decenber, 1993) the current versions of these
docunments are RFC 1122 and RFC 1123, (STD 3) [INTRG 2], and
[ NTRO 3] respectively.

0 Router Requirenents (fornerly Gateway Requirenents)
Thi s neno.

Not e that these docunments are revised and updated at different

times; in case of differences between these docunents, the nobst
recent nust prevail
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These and other Internet protocol docunments may be obtained from
t he:

The InterNI C
DS. | NTERNI C. NET
InterNIC Directory and Dat abase Service

+1 (800) 444-4345 or +1 (619) 445-4600

i nfo@ nt ernic. net

1.3 GCeneral Considerations

There are several inportant |essons that vendors of Internet software
have | earned and which a new vendor shoul d consi der seriously.

1.3.1 Continuing Internet Evol ution

The enormous growth of the Internet has reveal ed probl ens of
managenent and scaling in a | arge datagram based packet

communi cati on system These problens are being addressed, and as
aresult there will be continuing evolution of the specifications
described in this neno. New routing protocols, algorithns, and
architectures are constantly being devel oped. New and additi ona
internet-layer protocols are also constantly being devi sed.
Because routers play such a crucial role in the Internet, and
because the nunber of routers deployed in the Internet is nuch
smal l er than the nunber of hosts, vendors shoul d expect that
router standards will continue to evolve nuch nore quickly than
host standards. These changes will be carefully planned and
controlled since there is extensive participation in this planning
by the vendors and by the organizations responsible for operation
of the networks.

Devel opnent, evolution, and revision are characteristic of
conput er network protocols today, and this situation will persist
for sone years. A vendor who devel ops conputer conmuni cations
software for the Internet protocol suite (or any other protoco
suite!) and then fails to maintain and update that software for
changi ng specifications is going to leave a trail of unhappy
custoners. The Internet is a |arge conmuni cation network, and the
users are in constant contact through it. Experience has shown
that knowl edge of deficiencies in vendor software propagates

qui ckly through the Internet technical comunity.
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1.3.2 Robustness Principle

At every layer of the protocols, there is a general rule (from
[ TRANS: 2] by Jon Postel) whose application can | ead to enornmous
benefits in robustness and interoperability:

Be conservative in what you do
be liberal in what you accept from others.

Software should be witten to deal with every conceivable error

no matter how unlikely; sooner or later a packet will cone in wth
that particul ar conbination of errors and attributes, and unl ess
the software is prepared, chaos can ensue. |n general, it is best
to assume that the network is filled with malevolent entities that
wi |l send packets designed to have the worst possible effect.

This assunption will lead to suitably protective design. The nost
serious problens in the Internet have been caused by unforeseen
mechani sns triggered by | ow probability events; nere human nalice
woul d never have taken so devious a course!

Adaptability to change nust be designed into all levels of router
software. As a sinple exanple, consider a protocol specification
that contains an enuneration of values for a particul ar header
field - e.g., atype field, a port nunber, or an error code; this
enuner ati on nust be assunmed to be inconplete. |f the protoco
speci fication defines four possible error codes, the software nust
not break when a fifth code shows up. An undefined code night be
| ogged, but it nust not cause a failure.

The second part of the principle is alnpbst as inportant: software
on hosts or other routers nmay contain deficiencies that nake it
unwi se to exploit legal but obscure protocol features. It is
unwi se to stray far fromthe obvious and sinple, |est untoward
effects result el sewhere. A corollary of this is watch out for

m sbehavi ng hosts; router software should be prepared to survive
in the presence of nisbehaving hosts. An inportant function of
routers in the Internet is to linmt the anount of disruption such
hosts can inflict on the shared comunication facility.

1.3.3 FError Logging

The Internet includes a great variety of systens, each

i mpl enenting many protocols and protocol |ayers, and sone of these
contain bugs and misfeatures in their Internet protocol software.
As a result of complexity, diversity, and distribution of

function, the diagnosis of problenms is often very difficult.
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Probl em di agnosis will be aided if routers include a carefully

designed facility for |ogging erroneous or strange events. It is
i mportant to include as nmuch diagnostic information as possible
when an error is logged. |In particular, it is often useful to

record the header(s) of a packet that caused an error. However,
care nust be taken to ensure that error |oggi ng does not consune
prohi bitive anmounts of resources or otherwise interfere with the
operation of the router

There is a tendency for abnornmal but harmn ess protocol events to
overflow error logging files; this can be avoided by using a
circular log, or by enabling |logging only while diagnosing a known

failure. It may be useful to filter and count duplicate
successi ve nessages. One strategy that seens to work well is to
bot h:

0 Always count abnormalities and nmake such counts accessible
t hrough the managenent protocol (see Chapter 8); and

o Allowthe logging of a great variety of events to be
sel ectively enabled. For exanple, it mght useful to be able
to log everything or to log everything for host X

This topic is further discussed in [ MGT: 5].
1.3.4 Configuration

In an ideal world, routers would be easy to configure, and perhaps
even entirely self-configuring. However, practical experience in
the real world suggests that this is an inpossible goal, and that
in fact many attenpts by vendors to make configuration easy
actual ly cause custoners nore grief than they prevent. As an
extrene exanple, a router designed to cone up and start routing
packets wi thout requiring any configuration information at al
woul d al nost certainly choose sone incorrect paraneter, possibly
causi ng serious problens on any networks unfortunate enough to be
connected to it.

Oten this meno requires that a parameter be a configurable
option. There are several reasons for this. 1In a few cases there
currently is sonme uncertainty or disagreenent about the best val ue
and it may be necessary to update the recomended value in the
future. In other cases, the value really depends on externa
factors - e.g., the distribution of its comrunication |load, or the
speeds and topol ogy of nearby networks - and sel f-tuning

al gorithms are unavail able and may be insufficient. |n sone
cases, configurability is needed because of adninistrative
requirenents
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Finally, some configuration options are required to comunicate
with obsol ete or incorrect inplenentations of the protocols,
distributed wi thout sources, that persist in many parts of the
Internet. To make correct systenms coexist with these faulty
systens, adm nistrators nust occasionally m sconfigure the correct
systens. This problemw || correct itself gradually as the faulty
systens are retired, but cannot be ignored by vendors.

When we say that a paraneter nust be configurable, we do not
intend to require that its value be explicitly read froma
configuration file at every boot tine. For many paraneters, there
is one value that is appropriate for all but the nbst unusua
situations. |In such cases, it is quite reasonable that the
paraneter default to that value if not explicitly set.

This meno requires a particular value for such defaults in sone
cases. The choice of default is a sensitive issue when the
configuration itemcontrols accomobdation of existing, faulty,
systens. |If the Internet is to converge successfully to conplete
interoperability, the default values built into inplementations
must inplenent the official protocol, not misconfigurations to
acconmodate faulty inplenmentations. Although marketing

consi derati ons have | ed sonme vendors to choose m sconfiguration
defaults, we urge vendors to choose defaults that will conformto
t he standard.

Finally, we note that a vendor needs to provi de adequate
docunentation on all configuration paraneters, their limts and
effects.

1.4 Al gorithns

In several places in this neno, specific algorithms that a router
ought to follow are specified. These algorithns are not, per se,
required of the router. A router need not inplenment each al gorithm
as it is witten in this docunent. Rather, an inplenmentation nust
present a behavior to the external world that is the sanme as a
strict, literal, inplenentation of the specified algorithm

Al gorithns are described in a manner that differs fromthe way a good
i npl ement or woul d i npl enent them  For expository purposes, a style

t hat enphasi zes conci seness, clarity, and i ndependence from

i mpl enentation details has been chosen. A good inplenmentor wll
choose al gorithnms and i npl enentation nmethods whi ch produce the same
results as these algorithns, but may be nore efficient or |ess
gener al
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We note that the art of efficient router inplenentation is outside of
the scope of this neno.
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2. | NTERNET ARCH TECTURE

This chapter does not contain any requirenments. However, it does
contai n useful background information on the general architecture of the
Internet and of routers.

CGeneral background and di scussion on the Internet architecture and
supporting protocol suite can be found in the DDN Protocol Handbook

[ ARCH: 1]; for background see for exanple [ ARCH 2], [ARCH 3], and
[ARCH: 4]. The Internet architecture and protocols are also covered in
an ever-grow ng nunber of textbooks, such as [ ARCH 5] and [ ARCH: 6].

2.1 Introduction

The Internet system consists of a nunmber of interconnected packet
net wor ks supporting comuni cati on anmong host conputers using the
Internet protocols. These protocols include the Internet Protoco
(IP), the Internet Control Message Protocol (ICWP), the Internet
Group Managenent Protocol (IGwW), and a variety transport and
application protocols that depend upon them As was described in
Section [1.2], the Internet Engineering Steering Group periodically
rel eases an Official Protocols neno listing all of the Internet

pr ot ocol s.

Al'l Internet protocols use IP as the basic data transport nechani sm
IPis a datagram or connectionless, internetwork service and
i ncl udes provision for addressing, type-of-service specification

fragmentation and reassenbly, and security. ICWMP and | GW are
considered integral parts of IP, although they are architecturally
| ayered upon IP. |1CMP provides error reporting, flow control
first-hop router redirection, and ot her naintenance and contro
functions. | GW provides the nmechani snms by which hosts and routers

can join and |l eave |IP nulticast groups.

Reliabl e data delivery is provided in the Internet protocol suite by
Transport Layer protocols such as the Transm ssion Control Protoco
(TCP), which provides end-end retransni ssion, resequencing and
connection control. Transport Layer connectionless service is

provi ded by the User Datagram Protocol (UDP)
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2.2 Elenents of the Architecture

2.2.1 Protocol Layering

To comuni cate using the Internet system a host nust inplenent
the | ayered set of protocols conprising the Internet protoco
suite. A host typically nust inplenent at |east one protocol from
each | ayer.

The protocol layers used in the Internet architecture are as
foll ows [ ARCH 7]:

o Application Layer
The Application Layer is the top layer of the Internet protoco
suite. The Internet suite does not further subdivide the
Application Layer, although sonme application |ayer protocols do
contain sonme internal sub-layering. The application |ayer of
the Internet suite essentially conbines the functions of the
top two layers - Presentation and Application - of the OS|
Ref erence Mbdel [ARCH:8]. The Application Layer in the
Internet protocol suite also includes some of the function
rel egated to the Session Layer in the OSI Reference Model

We di stinguish two categories of application |ayer protocols:
user protocols that provide service directly to users, and
support protocols that provide conmon system functions. The
nost conmmon I nternet user protocols are:

- Telnet (renote | ogin)

- FTP (file transfer)

- SMIP (electronic mail delivery)

There are a nunber of other standardi zed user protocols and
many private user protocols.

Support protocols, used for host nane nmappi ng, booting, and
managenent, include SNWP, BOOTP, TFTP, the Donmi n Nane System
(DNS) protocol, and a variety of routing protocols.

Application Layer protocols relevant to routers are discussed
in chapters 7, 8, and 9 of this meno.

o Transport Layer
The Transport Layer provides end-to-end conmuni cation services.
This layer is roughly equivalent to the Transport Layer in the
OSlI Reference Mbdel, except that it also incorporates sone of
OSl’s Session Layer establishnment and destruction functions.
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There are two primary Transport Layer protocols at present:
- Transni ssion Control Protocol (TCP)
- User Datagram Protocol (UDP)

TCP is a reliable connection-oriented transport service that
provides end-to-end reliability, resequencing, and fl ow
control. UDP is a connectionless (datagram transport service.
O her transport protocols have been devel oped by the research
conmmunity, and the set of official Internet transport protocols
may be expanded in the future.

Transport Layer protocols relevant to routers are discussed in

Chapter 6.

o Internet Layer
Al'l Internet transport protocols use the Internet Protocol (IP)
to carry data from source host to destination host. IPis a

connectionl ess or datagraminternetwork service, providing no
end-to-end delivery guarantees. |P datagranms may arrive at the
destination host damaged, duplicated, out of order, or not at
all. The layers above I P are responsible for reliable delivery
service when it is required. The |IP protocol includes

provi sion for addressing, type-of-service specification
fragmentation and reassenbly, and security.

The dat agram or connectionless nature of IP is a fundanental
and characteristic feature of the Internet architecture

The Internet Control Message Protocol (ICMP) is a contro
protocol that is considered to be an integral part of IP
although it is architecturally layered upon IP, i.e., it uses
IPto carry its data end-to-end. | CW provides error
reporting, congestion reporting, and first-hop router
redirection.

The Internet G oup Managenent Protocol (IGW) is an |nternet
| ayer protocol used for establishing dynam ¢ host groups for IP
nmul ti casting.

The Internet |layer protocols IP, 1CwW, and | GW are discussed
in chapter 4.

o Link Layer
To comuni cate on its directly-connected network, a host nust
i mpl emrent the conmuni cation protocol used to interface to that
network. W call this a Link Layer |ayer protocol
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Some ol der Internet docunents refer to this layer as the
Networ k Layer, but it is not the same as the Network Layer in
the OSI Reference Model.

This layer contains everything bel ow the Internet Layer

Protocols in this Layer are generally outside the scope of

I nternet standardization; the Internet (intentionally) uses
exi sting standards whenever possible. Thus, Internet Link

Layer standards usually address only address resol ution and
rules for transmitting | P packets over specific Link Layer

protocols. Internet Link Layer standards are discussed in

chapter 3.

2.2.2 Networks

The constituent networks of the Internet systemare required to
provi de only packet (connectionless) transport. According to the
| P service specification, datagrams can be delivered out of order,
be |l ost or duplicated, and/or contain errors.

For reasonabl e perfornmance of the protocols that use IP (e.g.
TCP), the loss rate of the network should be very low In
net wor ks provi di ng connection-oriented service, the extra
reliability provided by virtual circuits enhances the end-end
robustness of the system but is not necessary for Internet
operati on.

Constituent networks may generally be divided into two cl asses:

0 Local - Area Networks (LANs)
LANs may have a variety of designs. 1In general, a LAN will
cover a small geographical area (e.g., a single building or
pl ant site) and provide high bandwi dth with [ ow del ays. LANs
may be passive (simlar to Ethernet) or they may be active
(such as ATM.

0 Wde-Area Networks (WANs)
Ceogr aphi cal | y-di spersed hosts and LANs are interconnected by
w de-area networks, also called | ong-haul networks. These
net wor ks may have a conplex internal structure of lines and
packet -swi tches, or they may be as sinple as point-to-point
lines.
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2.2.3 Routers

In the Internet nodel, constituent networks are connected together
by I P datagram forwarders which are called routers or IP routers
In this docunent, every use of the termrouter is equivalent to IP
router. Many older Internet docunents refer to routers as

gat eways

Hi storically, routers have been realized with packet-sw tching
sof tware executing on a general - purpose CPU. However, as custom
har dwar e devel opment becones cheaper and as hi gher throughput is
requi red, but special -purpose hardware i s becomnmi ng increasingly
common. This specification applies to routers regardl ess of how
they are inpl enent ed.

A router is connected to two or nore networks, appearing to each
of these networks as a connected host. Thus, it has (at |east)
one physical interface and (at |east) one |P address on each of
the connected networks (this ignores the concept of un-nunbered
links, which is discussed in section [2.2.7]). Forwarding an IP
dat agram generally requires the router to choose the address of
the next-hop router or (for the final hop) the destination host.
This choice, called routing, depends upon a routing database
within the router. The routing database is al so soneti nes known
as a routing table or forwarding table.

The routing dat abase shoul d be mai ntained dynanmically to reflect
the current topology of the Internet system A router normally
acconplishes this by participating in distributed routing and
reachability algorithns with other routers

Rout ers provi de datagram transport only, and they seek to mnimze
the state informati on necessary to sustain this service in the
interest of routing flexibility and robustness.

Packet switching devices may al so operate at the Link Layer; such
devices are usually called bridges. Network segments which are
connected by bridges share the sane | P network nunber, i.e., they
logically forma single I P network. These other devices are

out side of the scope of this docunent.

Anot her variation on the sinple nodel of networks connected with
routers sometimes occurs: a set of routers may be interconnected
with only serial lines, to forma network in which the packet
switching is performed at the Internetwork (1P) Layer rather than
the Link Layer.
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2.2.4 Autononous Systens

For technical, managerial, and sonetines political reasons, the
routers of the Internet systemare grouped into collections called
aut ononous systens. The routers included in a single autononous
system (AS) are expected to:

0 Be under the control of a single operations and nai nt enance
(OC&M organi zati on;

o Enploy conmon routing protocols anong thensel ves, to
dynanmically naintain their routing databases

A nunber of different dynam c routing protocols have been

devel oped (see Section [7.2]); the routing protocol within a
single AS is generically called an interior gateway protocol or
| GP.

An | P datagram nay have to traverse the routers of two or nore ASs
to reach its destination, and the ASs must provi de each other with
topol ogy information to allow such forwarding. An exterior

gat eway protocol (generally BGP or EGP) is used for this purpose.

2.2.5 Addresses and Subnets

An | P datagram carries 32-bit source and destination addresses,
each of which is partitioned into two parts - a constituent
networ k nunber and a host nunber on that network. Synbolically:

| P-address ::= { <Network-nunber>, <Host-nunber> }

To finally deliver the datagram the last router in its path nust
map the Host-nunber (or rest) part of an I P address into the
physi cal address of a host connection to the constituent network

This sinple notion has been extended by the concept of subnets,

whi ch were introduced in order to allow arbitrary conplexity of

i nterconnected LAN structures within an organi zation, while
insulating the Internet system agai nst expl osive growh in network
nunbers and routing conplexity. Subnets essentially provide a
multi-level hierarchical routing structure for the Internet

system The subnet extension, described in [INTERNET: 2], is now a
required part of the Internet architecture. The basic idea is to
partition the <Host-nunmber> field into two parts: a subnet nunber,
and a true host nunber on that subnet:

| P-address ::=
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{ <Network-nunber>, <Subnet-nunber>, <Host-nunber> }

The interconnected physical networks within an organi zation will
be given the sane network nunber but different subnet nunbers.

The distinction between the subnets of such a subnetted network is
normal Iy not visible outside of that network. Thus, routing in
the rest of the Internet will be based only upon the <NetworKk-
nunmber > part of the |IP destination address; routers outside the
network wi Il conbi ne <Subnet-nunber> and <Host-nunber> together to
forman uninterpreted rest part of the 32-bit I P address. Wthin
the subnetted network, the routers nmust route on the basis of an
ext ended network nunber:

{ <NetworKk-nunber>, <Subnet-nunber> }

Under certain circunstances, it may be desirable to support
subnets of a particular network being interconnected only via a
path which is not part of the subnetted network. Even though nany
IGP's and no EGP s currently support this configuration

ef fectively, routers need to be able to support this configuration
of subnetting (see Section [4.2.3.4]). |In general, routers should
not make assunptions about what are subnets and what are not, but
simply ignore the concept of Class in networks, and treat each
route as a { network, mask }-tuple.

DI SCUSSI ON
It is beconming clear that as the Internet grows larger and
| arger, the traditional uses of Class A B, and C networks will
be nodified in order to achieve better use of IPs 32-bit
address space. dassless Interdonain Routing (ClDR)
[ NTERNET: 15] is a nethod currently being deployed in the
I nt ernet backbones to achieve this added efficiency. CIDR
depends on the ability of assigning and routing to networks
that are not based on Class A, B, or C networks. Thus, routers
shoul d always treat a route as a network with a mask.

Furthermore, for similar reasons, a subnetted network need not
have a consi stent subnet mask through all parts of the network.
For exanpl e, one subnet may use an 8 bit subnet mask, another 10
bit, and another 6 bit. Routers need to be able to support this
type of configuration (see Section [4.2.3.4]).

The bit positions containing this extended network nunber are

i ndicated by a 32-bit mask called the subnet mask; it is
recomended but not required that the <Subnet-nunmber> bits be
contiguous and fall between the <Network-nunber> and the <Host -
nunber> fields. No subnet should be assigned the value zero or -1
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(all one bits).

Al t hough the inventors of the subnet nechani sm probably expected
that each piece of an organization’s network would have only a
singl e subnet nunber, in practice it has often proven necessary or
useful to have several subnets share a single physical cable.

There are special considerations for the router when a connected
networ k provi des a broadcast or multicast capability; these wll
be di scussed | ater.

2.2.6 |P Milticasting

IP multicasting is an extension of Link Layer nulticast to IP
internets. Using IP multicasts, a single datagram can be
addressed to multiple hosts. This collection of hosts is called a
mul ticast group. Each nulticast group is represented as a dass D
| P address. An IP datagramsent to the group is to be delivered
to each group nenber with the sane best-effort delivery as that
provided for unicast IP traffic. The sender of the datagram does
not itself need to be a nenber of the destination group

The semantics of IP nmulticast group nenbership are defined in

[ NTERNET: 4] . That docunent describes how hosts and routers join
and | eave nmulticast groups. It also defines a protocol, the

I nternet Group Managenent Protocol (IGW), that nonitors I P

mul ticast group menbership.

Forwarding of IP nulticast datagrans is acconplished either
through static routing information or via a nulticast routing
protocol. Devices that forward |IP nulticast datagrans are call ed
mul ticast routers. They may or nay not also forward | P unicasts.
In general, nulticast datagrans are forwarded on the basis of both
their source and destinati on addresses. Forwarding of IP
mul ti cast packets is described in nore detail in Section [5.2.1].
Appendi x D di scusses nulticast routing protocols.

2.2.7 Unnunbered Lines and Networ ks and Subnets

Traditionally, each network interface on an | P host or router has
its own I P address. Over the years, people have observed that
this can cause inefficient use of the scarce |IP address space,
since it forces allocation of an IP network nunber, or at least a
subnet number, to every point-to-point |ink.

To solve this problem a nunber of people have proposed and
i npl ement ed the concept of unnunbered serial lines. An unnunbered
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serial line does not have any | P network or subnet nunber
associated with it. As a consequence, the network interfaces
connected to an unnunbered serial line do not have | P addresses.

Because the I P architecture has traditionally assunmed that all
interfaces had | P addresses, these unnunbered interfaces cause
sonme interesting dilemas. For exanple, sone |IP options (e.g.
Record Route) specify that a router nust insert the interface
address into the option, but an unnunmbered interface has no IP
address. Even nore fundanental (as we shall see in chapter 5) is
that routes contain the I P address of the next hop router. A
router expects that that |IP address will be on an I P (sub)net that
the router is connected to. That assunption is of course violated
if the only connection is an unnunbered serial line.

To get around these difficulties, two schenes have been invented.
The first schene says that two routers connected by an unnunbered

serial line aren't really two routers at all, but rather two
hal f-routers which together nake up a single (virtual) router
The unnunbered serial line is essentially considered to be an

internal bus in the virtual router. The two halves of the virtua
router nust coordinate their activities in such a way that they
act exactly like a single router

This schene fits in well with the IP architecture, but suffers
fromtwo inportant drawbacks. The first is that, although it

handl es the common case of a single unnunbered serial line, it is
not readily extensible to handle the case of a mesh of routers and
unnunbered serial lines. The second drawback is that the

i nteractions between the half routers are necessarily conpl ex and
are not standardi zed, effectively precluding the connection of
equi prent fromdifferent vendors using unnunbered serial |ines.

Because of these drawbacks, this nmeno has adopted an alternative
schene, which has been invented nultiple tinmes but which is
probably originally attributable to Phil Karn. In this scheme, a
router which has unnunbered serial lines also has a special IP
address, called a router-id in this meno. The router-id is one of
the router’s I P addresses (a router is required to have at |east
one | P address). This router-id is used as if it is the IP
address of all unnunbered interfaces.
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2.2.8 Notable Oddities

2.2.8.1 Enbedded Routers

A router may be a stand-al one conputer system dedicated to its
I P router functions. Alternatively, it is possible to enbed
router functions within a host operating system whi ch supports
connections to two or nore networks. The best-known exanpl e of
an operating systemw th enbedded router code is the Berkel ey
BSD system The enbedded router feature seens to make
internetting easy, but it has a nunber of hidden pitfalls:

(1) |If a host has only a single constituent-network interface,
it should not act as a router.

For exanple, hosts with enbedded router code that
gratuitously forward broadcast packets or datagrans on the
same net often cause packet aval anches.

(2) If a (nultihomed) host acts as a router, it must inplenent
ALL the relevant router requirements contained in this
docunent .

For exanple, the routing protocol issues and the router
control and nonitoring problenms are as hard and inportant
for enbedded routers as for stand-al one routers.

Since Internet router requirenents and specifications may
change i ndependently of operating system changes, an

adm ni stration that operates an enbedded router in the
Internet is strongly advised to have the ability to

mai ntain and update the router code (e.g., this mght
require router code source).

(3) Once a host runs enbedded router code, it becones part of
the Internet system Thus, errors in software or
configuration can hinder conmuni cation between other
hosts. As a consequence, the host administrator nust |ose
sone aut onomy.

In many circunstances, a host admnistrator will need to
di sabl e router code enbedded in the operating system and
any enbedded router code nust be organized so that it can
be easily disabl ed.

(4) If a host running enbedded router code is concurrently
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used for other services, the Q&M (Qperation and
Mai nt enance) requirenents for the two nodes of use nay be
in serious conflict.

For exanple, router &M will in many cases be perforned
renotely by an operations center; this may require
privileged system access which the host adm nistrator
woul d not normally want to distribute.

2.2.8.2 Transparent Routers

There are two basic nodels for interconnecting |local-area
networ ks and wi de-area (or |ong-haul) networks in the Internet.
In the first, the local-area network i s assigned a network
nunber and all routers in the Internet must know how to route
to that network. 1In the second, the | ocal -area network shares
(a small part of) the address space of the w de-area network
Routers that support this second nodel are called address
sharing routers or transparent routers. The focus of this neno
is on routers that support the first nodel, but this is not

i ntended to exclude the use of transparent routers.

The basic idea of a transparent router is that the hosts on the
| ocal -area network behind such a router share the address space
of the wide-area network in front of the router. 1In certain
situations this is a very useful approach and the linitations
do not present significant drawbacks.

The words in front and behind indicate one of the limtations
of this approach: this nodel of interconnection is suitable
only for a geographically (and topologically) limted stub
environnent. It requires that there be sone form of |ogica
addressing in the network | evel addressing of the w de-area
network. All of the IP addresses in the |ocal environnent nmap
to a few (usually one) physical address in the w de-area
network. This nmapping occurs in a way consistent with the { IP
address <-> network address } napping used throughout the

wi de- ar ea networKk.

Mul tihoming is possible on one w de-area network, but may
present routing problens if the interfaces are geographically
or topologically separated. Miltihom ng on two (or nore)

wi de-area networks is a problem due to the confusion of

addr esses.

The behavi or that hosts see fromother hosts in what is
apparently the sane network may differ if the transparent
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router cannot fully emulate the normal w de-area network
service. For exanple, the ARPANET used a Link Layer protoco
that provided a Destination Dead indication in response to an
attenpt to send to a host which was powered off. However, if
there were a transparent router between the ARPANET and an

Et hernet, a host on the ARPANET woul d not receive a Destination
Dead indication if it sent a datagramto a host that was
powered of f and was connected to the ARPANET via the
transparent router instead of directly.

2.3 Router Characteristics
An Internet router perfornms the follow ng functions:

(1) Conforns to specific Internet protocols specified in this
docunent, including the Internet Protocol (IP), Internet Contro
Message Protocol (ICWP), and others as necessary.

(2) Interfaces to two or nore packet networks. For each connected
network the router nust inplement the functions required by that
networ k. These functions typically include:

0o Encapsul ating and decapsul ating the I P datagrans with the
connected network framng (e.g., an Ethernet header and
checksuny,

0 Sending and receiving | P datagrans up to the nmaxi mum si ze
supported by that network, this size is the network’s Maxi mum
Transm ssion Unit or MIU

o0 Translating the |P destination address into an appropriate
net wor k-1 evel address for the connected network (e.g., an
Et her net hardware address), if needed, and

0 Responding to the network flow control and error indication
i f any.

See chapter 3 (Link Layer).

(3) Receives and forwards Internet datagranms. |Inportant issues in
this process are buffer nanagenent, congestion control, and
f ai rness.

0 Recognizes various error conditions and generates |CVMP error
and i nformation nmessages as required.

o Drops datagrans whose tine-to-live fields have reached zero.
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o Fragnents datagrans when necessary to fit into the MU of the
next networKk.

See chapter 4 (Internet Layer - Protocols) and chapter 5
(I'nternet Layer - Forwarding) for nore information

(4) Chooses a next-hop destination for each | P datagram based on
the information in its routing database. See chapter 5
(I'nternet Layer - Forwarding) for nore information

(5) (Usually) supports an interior gateway protocol (IGP) to carry
out distributed routing and reachability algorithns with the
other routers in the sanme autononous system |n addition, sone
routers will need to support an exterior gateway protocol (EGP)
to exchange topol ogical information with other autononous
systenms. See chapter 7 (Application Layer - Routing Protocols)
for nmore information.

(6) Provides network managenent and system support facilities,
i ncludi ng | oadi ng, debuggi ng, status reporting, exception
reporting and control. See chapter 8 (Application Layer -
Net wor k Managemnent Protocol s) and chapter 10 (Operation and
Mai nt enance) for nore information.

A router vendor will have many choi ces on power, conplexity, and
features for a particular router product. It nmay be helpful to
observe that the Internet systemis neither honbgeneous nor fully-
connected. For reasons of technol ogy and geography it is grow ng
into a gl obal interconnect systemplus a fringe of LANs around the
edge. More and nore these fringe LANs are beconing richly

i nterconnected, thus making them|ess out on the fringe and nore
demandi ng on router requirements.

o The global interconnect systemis conprised of a nunber of w de-
area networks to which are attached routers of several Autononmous
Systens (AS); there are relatively few hosts connected directly to
the system

0 Mst hosts are connected to LANs. Many organi zati ons have
clusters of LANs interconnected by |local routers. Each such
cluster is connected by routers at one or nore points into the
gl obal interconnect system |If it is connected at only one point,
a LAN is known as a stub network.

Routers in the global interconnect systemgenerally require:

0 Advanced Routing and Forwarding Al gorithns
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These routers need routing algorithns which are highly dynam c and
al so of fer type-of-service routing. Congestion is still not a
conpletely resolved issue (see Section [5.3.6]). Inprovenents in
these areas are expected, as the research comunity is actively
wor ki ng on these issues.

o High Availability

These routers need to be highly reliable, providing 24 hours a
day, 7 days a week service. Equipnment and software faults can
have a wi de-spread (sonetinmes global) effect. 1In case of failure
they must recover quickly. |In any environnent, a router nust be
hi ghly robust and able to operate, possibly in a degraded state,
under conditions of extrene congestion or failure of network
resour ces

o Advanced O&M Feat ur es

Internet routers normally operate in an unattended node. They

will typically be operated renotely froma centralized nonitoring
center. They need to provide sophisticated nmeans for nonitoring
and neasuring traffic and other events and for diagnosing faults.

o High Performance

Long-haul lines in the Internet today are nost frequently 56 Kbps,
DS1 (1.4Mops), and DS3 (45Mops) speeds. LANs are typically

Et hernet (10Mops) and, to a | esser degree, FDDI (100Mops).

However, network nedia technology is constantly advanci ng and even
hi gher speeds are likely in the future. Full-duplex operation is

provided at all of these speeds.

The requirenents for routers used in the LAN fringe (e.g., canpus

net wor ks) depend greatly on the demands of the | ocal networks. These
may be hi gh or nedi um perfornmance devices, probably conpetitively
procured from several different vendors and operated by an interna
organi zation (e.g., a canmpus conputing center). The design of these
routers shoul d enphasi ze | ow average | atency and good bur st
performance, together with delay and type-of-service sensitive
resource managenent. In this environnent there may be | ess formal O&M
but it will not be less inportant. The need for the routing

mechani smto be highly dynanmic will becone nore inportant as networks
becone nore conplex and interconnected. Users will denand nore out

of their local connections because of the speed of the globa

i nt erconnects.

As networ ks have grown, and as nore networks have become ol d enough
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that they are phasing out ol der equipnent, it has becone increasingly
i mperative that routers interoperate with routers from other vendors

Even though the Internet systemis not fully interconnected, many
parts of the system need to have redundant connectivity. Rich
connectivity allows reliable service despite failures of

communi cation lines and routers, and it can al so i nprove service by
shortening Internet paths and by providing additional capacity.
Unfortunately, this richer topology can make it much nore difficult
to choose the best path to a particular destination

2.4 Architectural Assunptions

The current Internet architecture is based on a set of assunptions
about the conmunication system The assunptions nost relevant to
routers are as foll ows:

o The Internet is a network of networks.

Each host is directly connected to sone particular network(s); its
connection to the Internet is only conceptual. Two hosts on the
same network communi cate with each other using the sane set of
protocol s that they would use to comunicate with hosts on distant
net wor ks.

0 Routers don’t keep connection state information.

To improve the robustness of the conmunication system routers are
designed to be stateless, forwarding each | P packet independently
of other packets. As a result, redundant paths can be exploited
to provide robust service in spite of failures of intervening
routers and networKks.

Al'l state information required for end-to-end flow control and
reliability is inplenented in the hosts, in the transport |ayer or
in application prograns. All connection control information is
thus co-located with the end points of the conmunication, so it
will be lost only if an end point fails. Routers effect flow
control only indirectly, by dropping packets or increasing network
del ay.

Note that future protocol devel opnents may well end up putting

sonme nore state into routers. This is especially likely for
resource reservation and fl ows.
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0 Routing conplexity should be in the routers.

Routing is a conplex and difficult problem and ought to be
performed by the routers, not the hosts. An inportant objective
is to insulate host software from changes caused by the inevitable
evol ution of the Internet routing architecture.

0 The systemnust tolerate wide network variation

A basic objective of the Internet design is to tolerate a w de
range of network characteristics - e.g., bandw dth, delay, packet
| oss, packet reordering, and maxi num packet size. Another

obj ective is robustness against failure of individual networks,
routers, and hosts, using whatever bandwidth is still avail able.
Finally, the goal is full open systeminterconnection: an |nternet
router nust be able to interoperate robustly and effectively with
any other router or Internet host, across diverse Internet paths.

Someti nes i npl enmentors have designed for | ess anbitious goals.
For exanple, the LAN environnent is typically nuch nore benign
than the Internet as a whole; LANs have | ow packet | oss and del ay
and do not reorder packets. Sonme vendors have fi el ded

i npl ement ations that are adequate for a sinple LAN environment,
but work badly for general interoperation. The vendor justifies
such a product as being economical within the restricted LAN

mar ket. However, isolated LANs seldom stay isolated for |ong;
they are soon connected to each other, to organizati on-w de
internets, and eventually to the global Internet system 1In the
end, neither the custoner nor the vendor is served by inconplete
or substandard routers.

The requirements spelled out in this docunent are designed for a

full-function router. It is intended that fully conpliant routers
will be usable in alnost any part of the Internet.
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3.  LINK LAYER

Al though [INTRO 1] covers Link Layer standards (IP over foo, ARP
etc.), this docunment anticipates that Link-Layer material will be
covered in a separate Link Layer Requirenments docunent. A Link-Layer
requi renents docunent would be applicable to both hosts and routers.
Thus, this docunent will not obsolete the parts of [INTRO 1] that dea
with link-Iayer issues.

3.1 | NTRODUCTI ON

Rout ers have essentially the sane Link Layer protocol requirenents as
other sorts of Internet systens. These requirenents are given in
chapter 3 of Requirements for Internet Gateways [INTRO 1]. A router
MUST conply with its requirements and SHOULD conply with its
recomendations. Since sonme of the material in that docunent has
becone sonmewhat dated, sone additional requirenents and expl anations
are included bel ow.

DI SCUSSI ON
It is expected that the Internet community will produce a
Requirements for Internet Link Layer standard which will supersede

both this chapter and chapter 3 of [INTRO 1].

3.2 LINK/I NTERNET LAYER | NTERFACE
Al t hough this docunment does not attenpt to specify the interface
bet ween the Link Layer and the upper layers, it is worth noting here
that other parts of this docunent, particularly chapter 5, require
various sorts of information to be passed across this |ayer boundary.
This section uses the follow ng definitions:
0 Source physical address

The source physical address is the Link Layer address of the host
or router fromwhich the packet was received

0o Destination physical address

The destinati on physical address is the Link Layer address to
whi ch t he packet was sent.

The information that nust pass fromthe Link Layer to the
Internetwork Layer for each received packet is:
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(1) The IP packet [5.2.2],

(2) The length of the data portion (i.e., not including the Link-
Layer framing) of the Link Layer frame [5.2.2],

(3) The identity of the physical interface fromwhich the |IP packet
was received [5.2.3], and

(4) The classification of the packet’s destination physical address
as a